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THE APPLICATION IDENTIFIED ABOVE HAS BEEN EXAMINED AND IS ALLOWED FOR ISSUANCE AS A PATENT. 
PROSECUTION ON THE MERITS JS CLOSED . THIS NOTICE OF ALLOWANCE IS NOT A GRANT OF PATENT RIGHTS. 
THIS APPLICATION IS SUBJECT TO WITHDRAWAL FROM ISSUE AT THE INITIATIVE OF THE OFFICE OR UPON 
PETITION BY THE APPLICANT. SEE 37 CFR 1.313 AND MPEP 1308. 

THE ISSUE FEE AND PUBLICATION FEE (IF REQUIRED) MUST BE PAID WITHIN THREE MONTHS FROM THE 
MAILING DATE OF THIS NOTICE OR THIS APPLICATION SHALL BE REGARDED AS ABANDONED. THIS 
STATUTORY PERIOD CANNOT BE EXTENDED . SEE 35 U.S.C. 151. THE ISSUE FEE DUE INDICATED ABOVE DOES 
NOT REFLECT A CREDIT FOR ANY PREVIOUSLY PAID ISSUE FEE IN THIS APPLICATION. IF AN ISSUE FEE HAS 
PREVIOUSLY BEEN PAID IN THIS APPLICATION (AS SHOWN ABOVE), THE RETURN OF PART B OF THIS FORM 
WILL BE CONSIDERED A REQUEST TO REAPPLY THE PREVIOUSLY PAID ISSUE FEE TOWARD THE ISSUE FEE NOW 
DUE. 



HOW TO REPLY TO THIS NOTICE: 

I. Review the SMALL ENTITY status shown above. 

If the SMALL ENTITY is shown as YES, verify your current 
SMALL ENTITY status: 

A. If the status is the same, pay the TOTAL FEE(S) DUE shown 
above. 

B. If the status above is to be removed, check box 5b on Part B - 
Fee(s) Transmittal and pay the PUBLICATION FEE (if required) 
and twice the amount of the ISSUE FEE shown above, or 



If the SMALL ENTITY is shown as NO: 



A. Pay TOTAL FEE(S) DUE shown above, or 



B. If applicant claimed SMALL ENTITY status before, or is now 
claiming SMALL ENTITY status, check box 5a on Part B - Fee(s) 
Transmittal and pay the PUBLICATION FEE (if required) and 1/2 
the ISSUE FEE shown above. 



II. PART B - FEE(S) TRANSMITTAL, or its equivalent, must be completed and returned to the United States Patent and Trademark Office 
(USPTO) with your ISSUE FEE and PUBLICATION FEE (if required). If you are charging the fee(s) to your deposit account, section "4b" 
of Part B - Fee(s) Transmittal should be completed and an extra copy of the form should be submitted. If an equivalent of Part B is filed, a 
request to reapply a previously paid issue fee must be clearly made, and delays in processing may occur due to the difficulty in recognizing 
the paper as an equivalent of Part B. 

III. All communications regarding this application must give the application number. Please direct all communications prior to issuance to 
Mail Stop ISSUE FEE unless advised to the contrary. 

IMPORTANT REMINDER: Utility patents issuing on applications filed on or after Dec. 12, 1980 may require payment of 
maintenance fees. It is patentee's responsibility to ensure timely payment of maintenance fees when due. 
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5. Change in Entity Status (from status indicated above! 

□ a. Applicant claims SMALL ENTITY status. See 37 CFR 1.27. □ b. Applicant is no longer claiming SMALL ENTITY status. See 37 CFR 1.27(g)(2). 
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Determination of Patent Term Adjustment under 35 U.S.C. 154 (b) 

(application filed on or after May 29, 2000) 

The Patent Term Adjustment to date is 1348 day(s). If the issue fee is paid on the date that is three months after the 
mailing date of this notice and the patent issues on the Tuesday before the date that is 28 weeks (six and a half 
months) after the mailing date of this notice, the Patent Term Adjustment will be 1348 day(s). 

If a Continued Prosecution Application (CPA) was filed in the above-identified application, the filing date that 
determines Patent Term Adjustment is the filing date of the most recent CPA. 

Applicant will be able to obtain more detailed information by accessing the Patent Application Information Retrieval 
(PAIR) WEB site (http://pair.uspto.gov). 

Any questions regarding the Patent Term Extension or Adjustment determination should be directed to the Office of 
Patent Legal Administration at (571)-272-7702. Questions relating to issue and publication fee payments should be 
directed to the Customer Service Center of the Office of Patent Publication at l-(888)-786-0101 or 
(571)-272-4200. 
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Notice of Allowability 


Application No. 

10/005,105 


Applicant(s) 
KOCHER ET AL. 


Examiner 

ABDULHAKIM NOBAHAR 


Art Unit 

2432 





~ The MAILING DATE of this communication appears on the cover sheet with the correspondence address- 

All claims being allowable, PROSECUTION ON THE MERITS IS (OR REMAINS) CLOSED in this application. If not included 
herewith (or previously mailed), a Notice of Allowance (PTOL-85) or other appropriate communication will be mailed in due course. THIS 
NOTICE OF ALLOWABILITY IS NOT A GRANT OF PATENT RIGHTS. This application is subject to withdrawal from issue at the initiative 
of the Office or upon petition by the applicant. See 37 CFR 1.313 and MPEP 1308. 

1 . This communication is responsive to 02/17/2009 . 

2. ^ The allowed claim(s) is/are 1-19 . 

3. □ Acknowledgment is made of a claim for foreign priority under 35 U.S.C. § 119(a)-(d) or (f). 

a) □ All b)DSome* c) □ None of the: 

1. □ Certified copies of the priority documents have been received. 

2. □ Certified copies of the priority documents have been received in Application No. . 

3. □ Copies of the certified copies of the priority documents have been received in this national stage application from the 

International Bureau (PCT Rule 17.2(a)). 
* Certified copies not received: . 

Applicant has THREE MONTHS FROM THE "MAILING DATE" of this communication to file a reply complying with the requirements 
noted below. Failure to timely comply will result in ABANDONMENT of this application. 
THIS THREE-MONTH PERIOD IS NOT EXTENDABLE. 

4. □ A SUBSTITUTE OATH OR DECLARATION must be submitted. Note the attached EXAMINER'S AMENDMENT or NOTICE OF 

INFORMAL PATENT APPLICATION (PTO-152) which gives reason(s) why the oath or declaration is deficient. 

5. □ CORRECTED DRAWINGS ( as "replacement sheets") must be submitted. 

(a) □ including changes required by the Notice of Draftsperson's Patent Drawing Review ( PTO-948) attached 

1 ) □ hereto or 2) □ to Paper No./Mail Date . 

(b) □ including changes required by the attached Examiner's Amendment / Comment or in the Office action of 

Paper No./Mail Date . 

Identifying indicia such as the application number (see 37 CFR 1.84(c)) should be written on the drawings in the front (not the back) of 
each sheet. Replacement sheet(s) should be labeled as such in the header according to 37 CFR 1.121(d). 

6. □ DEPOSIT OF and/or INFORMATION about the deposit of BIOLOGICAL MATERIAL must be submitted. Note the 

attached Examiner's comment regarding REQUIREMENT FOR THE DEPOSIT OF BIOLOGICAL MATERIAL. 



Attachment(s) 

1 . □ Notice of References Cited (PTO-892) 

2. □ Notice of Draftperson's Patent Drawing Review (PTO-948) 

3. S Information Disclosure Statements (PTO/SB/08), 

Paper No./Mail Date 02/17/2009 

4. □ Examiner's Comment Regarding Requirement for Deposit 

of Biological Material 



5. □ Notice of Informal Patent Application 

6. □ Interview Summary (PTO-413), 

Paper No./Mail Date . 

7. □ Examiner's Amendment/Comment 

8. ^ Examiner's Statement of Reasons for Allowance 

9. □ Other . 



/Benjamin E Lanier/ 

Primary Examiner, Art Unit 2432 



Notice of Allowability 



Part of Paper No./Mail Date 2009031 1 
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Allowable Subject Matter 

Claims 1-19 are allowed. 

The following is an examiner's statement of reasons for allowance: 
Claims 1-11, claims 1 2-1 7 and claims 1 8 and 1 9 are drawn to three methods for 
evaluating the security of a cryptographic device to recover useful information about a 
key, a system for evaluating the security of cryptographic hardware, and a method for 
analyzing externally measurable characteristics of a cryptographic device, respectively. 
Applicants have filed on 02/17/2009 an IDS with the following list of arts: 

- Gilardi et al (US 5,243,648 A): This art relates to a protective device for 
computers and the like, adapted to prevent the pick up, the recording and the 
unauthorized use of data from the computers during the working thereof, and to 
protect them against high energy transient disturbances taking place on the main 
A.C. power line. 

- Kocher et al (US 2003/0028771 A1 ): This art is a publication of Application No. 

1 0/1 36,01 2 and cannot be considered a prior art, because the instant application 
and this art both benefit from 60/089,529 dated 06/15/1998 and 60/070,344 
dated 01/02/1998. 

- WO 97/3321 7 A1 with English-translated Abstract (publication date: 09/1 2/1 997): 
The Abstract discloses an improved integrated circuit that comprises means for 
decorrelating the execution of at least one program instruction sequence from the 
internal or external electrical signals of the integrated circuit. 
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- WO 99/4941 6 A1 with English-translated Abstract (publication date: 09/30/1 999): 
The Abstract discloses a microprocessor card having a device to modify the 
consumed current either by averaging it by integration or by adding thereto 
random values by a random signal generator so as to hide the operations 
performed. 

- WO 99/6341 9 A1 with English-translated Abstract (publication date: 1 2/09/1 999): 
The Abstract discloses a method comprising of steps to be processed 
sequentially for encoding or decoding and/or several partial encoding or 
decoding data. The selected encoding or decoding step is chosen randomly 
and/or the encoding or decoding steps are modified randomly. 

- EP 0240328 A2 (publication date: 01/25/1990): Disclosed an invention to provide 
a computer security device for preventing access to data stored in a computer 
installation by remote sensing of stray electromagnetic radiation emitted by the 
installation, the device comprising a transmitter for transmitting electromagnetic 
radiation over a frequency range which includes at least the main frequencies at 
which stray radiation is emitted by the installation, end antenna means coupled to 
the transmitter and adapted for- attachment to the installation, whereby the stray 
radiation emitted by the installation is substantially masked by the radiation 
transmitted by the device. 

- EP 0424415 B1 (publication date: 01/25/1990): Disclosed a system that provides 
for the masking of corruptive radiation from computer equipment by emitting a 
coded masking signal which together with the actual information-carrying and 
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corruptive signal will form a modified corruptive signal which to a high degree 
makes it difficult to detect or remotely access the information. 

- Communications regarding the litigation of the instant invention in Europe. 

- Advance Power Management (APM); BIOS Interface specification, Intel & 
Microsoft (February 1996): The objective of APM is to control the power usage of 
the system based on system activity. As system activity decreases, APM reduces 
power to unused system resources until the system is brought into a suspend 
state. 

- NACCACHE, David & M'RAIHI, David, "Cryptographic Smart Cards", IEEE Micro 
16(3):14-24, June 1996: Smart-card chips are very reliable and most 
manufacturers guarantee the electrical properties of their chips for 10 years or 
more. Though ISO standards specify how a card must be protected against 
mechanical, electrical, or chemical aggressions, for most existing applications, a 
card is long obsolete before it is damaged. A well-known example is the French 
phone card, for which the failure rate is less than three per 10,000 pieces. 

- NORDMAN, Bruce et al., "User Guide to Power Management for PCs and 
Monitors", (January 1997): Power management in personal computers 
introduced to reduce energy use. In order to accomplish power management 
activity levels of the processor, input devices, and communication peripherals 
(network or modem) are monitored. Timers are used to decide when to initiate 
the shift to a lower power mode, changes in power management status is 
communicated to the correct device and finally, power management is set to 
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recognize when activity resumes and return to a higher power (or full-power) 
mode. 

However, the above arts disclosures neither teach nor suggest that a connected 
cryptographic device to an analog-to-digital converter configured to measure an attribute 
related to the operation of said device, sending a plurality of command sequences to the 
device to cause the device to perform a cryptographic operation to process data using a 
key and determining whether information about the key is leaking from the device. 
Conclusion 

Any comments considered necessary by applicant must be submitted no later 
than the payment of the issue fee and, to avoid processing delays, should preferably 
accompany the issue fee. Such submissions should be clearly labeled "Comments on 
Statement of Reasons for Allowance." 

Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to Abdulhakim Nobahar whose telephone number is 571- 
272-3808. The examiner can normally be reached on M-T 8-6. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Gilberto Barron can be reached on 571-272-3799. The fax phone number 
for the organization where this application or proceeding is assigned is 571-273-8300. 

Information regarding the status of an application may be obtained from the 

Patent Application Information Retrieval (PAIR) system. 

March 1 1 , 2009 /Abdulhakim Nobahar/ 

Examiner Art Unit 2132 

/Benjamin E Lanier/ 

Primary Examiner, Art Unit 2432 



